Footnotes by Law Review, Denver University
Denver Law Review 
Volume 79 
Issue 4 Symposium - Privacy Article 14 
December 2020 
Footnotes 
Denver University Law Review 
Follow this and additional works at: https://digitalcommons.du.edu/dlr 
Recommended Citation 
Denver University Law Review, Footnotes, 79 Denv. U. L. Rev. 579 (2002). 
This Back Matter is brought to you for free and open access by Digital Commons @ DU. It has been accepted for 
inclusion in Denver Law Review by an authorized editor of Digital Commons @ DU. For more information, please 
contact jennifer.cox@du.edu,dig-commons@du.edu. 
Footnotes
Job Insecurity pg. 513 - Philip L. Gordon
'A recent study by the Privacy Foundation determined that 14 million workers worldwide are subject to workplace surveillance of their e-mail and
Internet use. SeeAndrew Schulman, The Extent of Systematic Monitoring ofFnployee E-mail and Internet Use (July 9,2001), availableat
http://www.privacyfoundation.org/workplace/technology/extent.asp.
2 See Nedl A. Lewis, Rebels in Black Robes Recoil at Surveillance of Computers, N.Y TIMES, Aug. 8, 2001, at Al.
3 SeeAlex Kozinski, Privacy on Trial, WALL ST J., Sept. 4,2001, at A22; Greenfield at Large, CNN.COM (Sept. 6, 2001), availableat
http://www.cnn.coi/TRANSCRIPTS/0109/06/gal.00.html.
4 When enacted, the Federal Wiretap Act was Title III of the Omnibus Crime Control and Safe Streets Act of 1968. Pub. L. No. 90-351, 82 Stat. 212
(1968) (codified as amended at 18 U.S.C. § 2510-2520 (2002)),
5 For sources addressing the effect on businesses of workplace Internet use, see Gary Krakow, Battling 'Cyber-Slackem at Work (Dec. 8, 2000),
available at http://www.msnbc.cominews/500581.asp; Results of Vault Survey o] Internet Use in the Workplace, available at
http:// www.vault.com/suveys/internetuse2000/index2000.jsp.
6 Employers with operations in countries other than the United Saies may not have the same freedom to establish the rules of the game for
electronic monitoring. The European Union, for example, has placed strict limits on workplace monitoring. See, Article 29 - Data Protection
Working Party, Opinion 8/2001, On The Processing Of Personal Data In The Employment Context, 12 at 28. The law governing workplace
monitoring in countries other than the United States is beyond the scope of this Article,
7 See generally Olmstead v. United States, 277 U.S. 438 (1928) (upholding federal conviction based upon use of evidence obtained through wiretaps
conducted by federal officials in violation of state law).
8 389 U.S. 347 (1967).
9 See Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J., concurring).
10 See Senate Report on the Electronic Communications Privacy Act of 1986, S. REP. NO. 99-541, at 2 (1986), reprinted in 1986 U.S.C.C.A.N. 3555,
3556.
11 Electronic Communications Privacy Act of 1986 ("ECPA"), Pub. L. No. 99-508, Title 1, §101 (a)(6)(c), 100 Stat. 1848, 1848-1849 (codified at 18 U.S.C.
1 2510(12)).
12 See Senate Report on the Electronic Communications Privacy Act of 1986, supra note 10, at 12, 14.
13 Electronic Communications Privacy Act of 1986, supra note 11 (identifying Title tI of the ECPA as the Stored Wire and Electronic Communications
and Transactional Records Access [Act]).
14 18 U.S.C. 1 2701(a)(1) (2002). Even a personal computer can qualify as a "facility" under the Stored Commnunications Act. SeelorelDoubleClick,
Inc. Privacy Litigation, 154 F. Supp. 2d. 497, 509 (S.D.N.Y. 2001) (holding implicitly that a personal computer could be a facility); Chance v. Avenue
A, Inc., 165 F. Supp. 2d. 1153, 1160-61 (W.D. WSash. 2001) (holding that plaintiffs had proved that a personal computer was a "facility").
15 See 18. U.S.C. 5 2702(a)(1) (2002).
16 36 E.3d 457 (5th Cir. 1994).
17 See Steve Jackson Games v. United States Secret Serv., 36 F 3d 457, 458 (5th Cir. 1994).
18 See id. at 461-62.
19 See id. at 462.
20 See 18 U.S.C. I 2701(c)(1) (2002).
21 See 18 U.S.C. 2510(17)(A) (2002) (defining "electronic storage"); In reToys R Us, Inc., Privacy Litig., 2001 U.S. Dist. LEXIS 16947, at*10-11 (N.D.
Cal. Oct. 9, 2001) (holding that "cookies placed on hard drives are not in 'electronic storage").
22 See, e.g., Wesley College v. Pits, 974 F. Supp. 375, 385 (D. Del. 1997) (following SteveJackson Games); United States v. Reyes, 922 F. Supp. 818,
836 (S.D.N.Y. 1996 (same).
23 236 F.3d 1035 (9th Cir. 2001).
24 SeeKonop v. Hawaiian Airlines, Inc., 236 F.3d 1035, 1046 (9th Cir. 2001).25
Seeid. at 1041.
26 See id. at 1040-41.
27 See id. at 1048.
28 155 P3d 1051 (9th Cir. 1998).
29 See United States v, Smith, 155 F3d 1051, 1059 (9th Cir. 1998).
30 See Konop, 236 F.3d at 1043-44.
31 See Konop v. Hawaiian Airlines Inc., 262 F.3d 972 (9th Cir. 2001).
32 See id.
33 See, SteveJackson Games, 36 F.3d at 462-63. Compare The Federal Wiretap Act, 18 U.S.C. 12516 (2002), with The Stored Communications Act, 18
1T.S.C. § 2703 (2002) (a comparison which illustrates the more stringent requirements of the Federal Wiretap Act).
34 Smith, 155 F.3d at 1059,
35 See 18 U.S.C. 1 1708 (2002).
36 See SteveJackson Games, 36 F.3d at 462.
37 Even "real-time" interceptions are not actionable under the Federal Wiretap Act if the employer intercepts with the employee's consent, obtained,
for example, through the distribution of a monitoring policy. See 18 U.S.C. 5 2511(2)(dt) (providing that it is not unlawful to intercept a
communication with the consent of one of the parties to the communication), Employers should note that in some states, such as California and
Maryland, an interception is unlawful unless both parties to the communication consent. See CAL. PENAL CODE 1631(a) (West 2002); MD. CODE
ANN., CTS. &JUD. PROC. 1 10-402(c)(3) (Bender 2001).
38 Electronic Communications Privacy Act of 1986, supra note 11, at S 101(a)(D).
39 See Senate Report on the Electronic Communications Privacy Act of 1986, supra note 10, at 12.
40 See, e.g., United States v. Smith, 978 F.2d 171, 173 (5th Cir. 1992); Askin v. McNulty, 47 F.3d 100, 101 (4th Ci. 1995); United States v. Carr, 805 F.
Supp. 1266,1267 (E.D.N.C. 1992).
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41 SeeSmith, 978 F.2d at 181 Askin, 47 F.3d at 106; Carr 805 F. Supp. at 1276.
42 Communications Assistance for law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (codified as amended at 18 U.S.C. l5 2510-2511
(2002)).
43 H.R. REP. NO. 103-827, at (I)10 (1994), reprinted in 1994 U.S.C.C.A.N. 3489, 3490 (extending the protections of the Federal Wiretap Act to
communications over cordless telephones and to certain data communications transmitted by radio).
44 Uniting And Strengthening America Act By Providing Appropriate 'lools Required to Intercept And Obstruct Terrorism (USA PATRIOT) Act of
2001, Pub, L, No. 107-56, § 209, 115 Star. 272, 283.
45 See 18 U.S.C. 5 2511(2)(d) (2002) (providing that it is not unlawful to intercept a communication with the consent of one of the parties to the
communication).
Little Brothers are Watching You pg. 517 - Sam Kamin
t The phrase "Little Brothers" has become almost a term of art in the area of privacy law. When authors write about "Little Brothers" they refer to
non-governmental entities snooping in areas that many would consider private, See, e.g., Wendy R. Leibowitz, PersonalPsivacyandHigh Tech: Little
BrothersAre Watching You, NAT'L LJ, Apr. 7,1997, at B16; Thomas L, Friedman, Foreign4ffairs; Littleflrotber, N.Y. TIMES, Sept, 26, 1999, Sec. 4 at
17; Danielj, Solove, Privacy and Power. ComputerDatabases andMetaphorsforInformationPrivacy, 53 'SIAN. L. REV. 1393, 1396 (2001)
("Cormmentators have adapted the Big Brother metaphor to describe the threat to privacy caused by private sector databases, often referring to
private sector entities as 'Little Brothers.'). Rather than claiming to have coined a novel metaphor for the analysis of privacy concerns, I am merely
using the phrase "Little Brothers" in this well-established sense.
2 Assistant Professor, University of Denver College of Law. A summer research stipend from the College of Law made this work possible,
3 See, e.g., Burdeau v. McDowell, 256 U.S. 465, 475 (1921) (explaining that the provisions of the Bill of Rights regulate official conduct, not private
conduct).
4 See, e.g., U.S. v. Koenig, 856 F.2d 843, 849 (7th Cit. 1988) ('Although the DEA may have known of Federal Express's security search policy, it is
clear that Federal Express acted for its own private, business purposes."). Throughout this essay I attempt to use the word "search" only in its
constitutional sense. As I discuss more fully below, unless a government actor intrudes on the reasonable expectation of privacy of an individual, no
search, in a constitutiroal sense, has occurred.
5 U.S. v. Ramirez, 810 F.2d 1338, 1342 (5th Cit. 1987) (holding that at least so long as "Itlhe manager was neither compensated for nor instructed by
the [government] to seize and search the personal property in the room" his search of the hotel room did not constitute state action).
6 Coolidge v. New Hampshire, 403 U.S. 443, 487 (1971) (finding that the crucial inquiry is whether the person conducting the search, at the time in
question, was acting at the direction or encouragement of law enforceient).
7 Id. at 487-90.
8 389 U.S. 347 (1967).
9 Id. at 361 (Harlan, J., concurring).
10 Id. Prior to Katz, the Cocrt applied a more textual intrpretation of the Fourth Amendment, focusing on whether the area in question was one
that the language of the Constitution seemed intended to protect. So, for example, in the 1928 case of Olmstead v, United States, 227 U.S. 438, 464
(1928), the Supreme Court held that no search occurred when police tapped the defendant's telephone, because the Fourth Amendment
contemplated only physical searches of tangible things:
The [Fourth] [Almendment itself shows that the search is to be of material things - the person, the house, his papers or his effects.
The description of the warrant necessary to make the proceeding lawful is that it must specify the place to be searched and the
person or things to be seized . . [t~he amendment does not forbid what was done her. There was no searching. There was no
seizure. The evidence was secured by the use of the sense of hearing and that only. There was no entry of the houses or offices of
the defendants,
l Katz, at 351.
12 Id. at 361 (Harlan J., concurring) ("My understanding of the rle that has emerged from prior decisions is that there is a twofold requirement, first
that a person have exhibited an actual (subjective) expectation of privacy and, second, that the expectation be one that society is pr(4pared to
recognize as 'reasonable."'),
13 486 U.S. 35 (1988).
14 Id. at 40-41. ("Accordingly, having deposited their garbage 'in an area particuilarly suited for public inspection and, in a manner of speaking,
public consumption, for the express purpose of having strangers take it,' respondents could have had no reasonable expectation of privacy in the
inculpatory items that they discarded.") (quoting United States v. Reicherter, 647 F.2d 397, 399 (3rd Cir., 1981)).
15.1d. at 4l.
16 tId at 40.
17 Id. ("Moreover, respondents placed their refuse at the curb for the express purpose of conveying it to a third party, the trash collector, who might
himself have sorted through respondents' trash or permitted others, such as the police, to do so."). Furthermore, as we saw above, no search occurs
when private actors conduct a search and En over the contents to law enforcement,
18 442 U.S. 735 (1979).
'9 Id at 743.
20 Id
21 425 U.S. 435 (1976).
22 Id. at 443. Note that Colorado law is currently contrary to both Smith and Miller See, e.g., People v. Corr, 682 P.2d 20, 27-28 (Colo. 1984)(holding
that the Colorado state constitution provides a reasonable expectation of pirivacy in the numbers dialed from a home telephone); Charnes v.
DiGiacomo, 612 P.2d 1117, 1119-21 (1980)(finding that the Colorado state constitution provides a reasonable expectation of privacy in bank
records).
23 A similar line of reasoning applies to the use of hidden microphones by undercover government agents. Federal courts have consistently held
that no search occurs when a government agent wears a wire in a conversation with an unaware suspect. The rationale for these cases is that an
individual who chooses to share her secrets with others runs the risk that her confidences will be exploited. See, e.g., United States v. White, 401 U.S.
745, 752 (1971) ("lOne contemplating illegal activities must realize and risk that his companions may be reporting to the police... Given the
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possibility or probability that one of his colleagues is cooperating with the police, it is only speculation to assert that the defendant's utterances
would be substantially different or his sense of security any less if he also thought it possible that the suspected colleague is wired for sound.");
Hoffa v. United States, 385 U.S. 293, 302 (1966) ("Neither this Court nor any member of it has ever expressed the view that the Fourth Amendment
protects a wrongdoer's misplaced belief that a person to whom he voluntarily confides his wrongdoing will not reveal it.").
24476 U.S. 207 (1986).
25 Id. at 213-14.
26 Id. at 213. Of course, the defendant was not merely asking law enforcement officials to avert their eyes. See id, at 212. He was asking them not to
fly over his property looking down on it for evidence of crimes. See id. However, the Court has discarded the line between looking for evidence and
stumbling across it. See, e.g., Horton v. California, 496 U.S. 128, 138 (1990) ("The fact that an officer is interested in an item of evidence and fully
expects to find it in the course of a search should not invalidate its seizure if the search is confined in area and duration by the terms of a warrant or
a valid exception to the warrant requirement.").
27 533 U.S. 27 (2001).
28 See id. at 34 ("We think that obtaining by sense-enhancing technology any information regarding the interior of the home that could not otherwise
have been obtained without physical 'intrusion into a constitutionally protected area,' constitutes a search -at least where (as here) the technology
in question is rot in general public use." (quoting Silverman v. United States, 365 U.S. 505, 512 (1961))).
29 See Andrew Schulman, 7e Extent of Systematic Monitoring of Employee E-mail and Internet Use, Privacy Foundation Report ("Fourteen million
employees -just over one-third of the online workforce in the United States -have their Internet or e-mail use under continuous surveillance at
work."), available at http://wvw .privacyfoundation.org/workplace/technokgy/extent.asp (July 9, 2001).
30 Editorial, Technology's Threats to Privacy, N.Y.TIMES, February 24, 2002, 5 4, at 12. Similarly, TiVo, a maker of digital video recorders, has been
accused of gathering information on the viewing habits of its ubscribers, in apparent violation of its privacy policy. See David Martin, TiVos Data
Collection and Privacy Practices, Privacy Foundation: Privacy Watch Report, available at
http:/www.privacyfoundation.org/privacywatch/repoi-t.asp?id=62&action=0 (posted March 26, 2001); see alsojanet Koinblum, Privacy
Organization Hits Recorder Maker, USA TODAY, Febmary 8, 2002, available at http://www.usatoday.com/life/cyber/tech/2001-03-26 ebrief.htin
(updated February 8, 2002).
31 See, e.g., http://www.spyshiops.com/indexl.html (listing each of these items) (last visited March 17, 2002).
32 There are many exceptions, of course. For example, the government's Carnivore system, which would allow the government to intercept and
read virtually all e-mails sent in the country, has received widespread coverage and criticisms. Compare
http://www.fbi.gov/hr/lab/carnivore/carnivore2.htm (describing the Carnivore system on the FBI website) (last visited March 17, 2002), with
http://www.epic.org/privacy/carnivore/default.html (providing criticisms of the Carnivore program, known as "The Carnivore FOIA Litigation")
(updated August 9, 2001).
33 See, e.g., Professor Dorothy Glancy, At the Intersection of Visible and Invisible Worlds, United States Prvacy Law and the Internet, 16 SANTA
CLARA COMPUTER & HIGH TECH. LJ. 357, 377 (2000) ("The focus of primary concerns about government invasions of privacy, such as those
associated with Watergate, seem to [be] shifting toward enhanced concern about invasions of privacy by the private sector, such as those associated
with disclosures of credit card numbers from Internet sites."); Honorable Ben F. Overton & Katherine E. Giddings, The Right of Privacy in Florida in
the Age of Technology and the Twenty-First Century. A Need forProtectionfrom Prvate and Commercial Intrusion, 25 FLA. ST. U. L. REV. 25, 27
(1997) ("It is no longer simply intrusion by the government of which we should he wary; it is intrusion by various commercial entities looking to
profit from the use of private information as well,").
Security vs. Privacy pg. 519 - Shaun B. Spencer
* The author is a Climenko/Thayer Lecturer on Law at Harvard Law School. Before joining larvard, he taught as an Adjunct Professor at Boston
College Law School, and practiced in the litigation department of the Boston law firm Bingham Dana. The ideas in Pat I of this essay are drawn
substantially from the author's forthcoming article, Reasonable Expectations and the Erosion of Privacy, 39 SAN DIEGO L. REV. (forthcoming 2002).
The author is grateful for the comments of Richard Sobel, and for the extensive contributions of Lawrence Friedman. The author also thanks Tanya
Thiessen and the Denver University Law Review for organizing this important Symposium.
** President George W. Bush, Address on Terrorism Before ajoint Meeting of Congress (Sept. 20, 2001), reprinted in A Nation Challenged, N.Y.
TIMES, Sept. 21, 2001, at B4.
I For a more expansive examination of secondary uses, unintended consequences, and incremental encroachment on the expectation-driven
conception of privacy, see Spencer, supra note , 5 I.C & II.C.
2 See Spencer, supra note*, 5 IL.C, 1.
3 In 1946, the Board was replaced by the Social Security Administration. The Official Website of the Social Security Administration, Brief History, at
http://www.ssa.gov/history/history6.html.
4 See SIMSON GARFINKEL, DATABASE NATION: THE DEATH OF PRIVACY IN THE 21ST CENTURY 18 (2000).
5 See H.R. Rep. No. 106-996(I) (2000), 2000 WL 1604000, at *23 ("The SSN was created in 1935 for the sole purpose of tracking workers' earnings so
that Social Security benefits could be calculated upon retirement or disability... Because a unique SSN is assigned to each individual, the number is
commonly used as a personal identifier, although it was never intended for this purpose."); accord Charlotte Twight, Constitutional
Counterrevolution, IDEAS ON LIBERTY, Oct. 2000, at 20.
6 Executive Order 9397 (3 CFR (1943-1948 Comp.) 283-284), cited in The Official Website of the Social Security Administration, SocialSecurty
Number Chronology, athttp://wvwvw.ssa gov/history/ssn/ssnchronhtml.
7 U.S. Department of Health & Human Services, National Committee on Vital Health Statistics, Uniqre Health IdentifierforIndividuals A White
Paper§ tII.A.1 (July 2,1998), available athttp://www.epic.org/privacy/medical/hhs-id-798.htnil (visited Apr. 28, 2001).
8 SeeFlavio L. Komuves, We've Got Your Number, An Overview of Legislalion and Decisions to Control the Use ofSocial Security Numbers asPervonal
Identifiers, 16J, IvIARSHALL J. COMPUTER & INFO, L. 529, 535 (1998).
9 The history of identification systems throughout the world provides evidence of 'function creep' -application to additional purposes
not announced, oi perhaps even intended, at the commencement of the scheme. Uses of the Social Security Number in the U.S.A.,
the Social Insurance Number in Canada, the Tax File Number in Australia, the SOFT number in The Netherlands, and the Austrian
Social Security Number have been extended progressively to include taxation, unemployment support, pensioner benefits, and in
some cases health and higher education.
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Simon G. Davies, Touching BigBrother. How biometric technology teillfi.seflesh and machine, 74 INFO, TECH. & PEOPLE *6(1994), available at
http://www.privacy.org/pi/reports/biometric.htm.
10 See Electronic Privacy Information Center, EPIC Files FOA SuitforProfiling Records, 9.02 EPIC ALERI §3 (Jan. 29, 2002), available at
http://www.epic.org/alert/EPIC Alert 9.02.html (the Electronic Privacy Information Center is investigating "news reports that ChoicePoint, a
profiling company, routinely sells personal information to federal law enforcement agencies.').
11 See, e.g., Stephanie Stoughton, Poll: Firms RelaxedPrvacy Rules, BOSTON GLOBE, Oct. 8, 2001, at C4 (fifty-nine percent of "airlines, hotel
chains, travel agencies, rental car companies, and other travel-related firms" surveyed said they "relaxed" their own privacy policies to aid law
enforcement officials in the wake of September 11).
12 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT AC'I) Act of
2001, Pub. L, No, 107-56, 115 Stat. 272 (Oct. 26, 2001).
13 18 U.S.C. 5 2703(c)(2) (1994), as amended by USA Patriot Act I 210 (Oct. 26, 2001). Government agencies can simply use an administrative
subpoena, grand jury sttbpoena, or trial subpoena to demand information from an electronic communication service provider. See id. The
information can include when and for how long the Internet user surfed the net, the user's unique Internet Protocol address, and the credit card or
bank account nutber with which die user pays for the Internet service. See id.
14 See generally Spencer, supra note *, § I1.C.2.
15 SeeDeclan McCullagh, Xenu Do, ButNot on Slasbdot, WIRED NEWS, Mar, 17, 2001, athttp:/www.wired.com/news/print/0,1294,42486,00,html
(a General Accounting Office report explained that the GAO had successfully hacked into sensitive IRS databases in March 2001, and "demonstrated
that unauthorized individuals, both internal and external to IRS, could have viewed and modified electronically filed taxpayer data on IRS
computers.").
16 See Mark E. Budnitz, Privacy Protection for Consumer Transactions in Electronic Commerce: Why Self-Regulation isInadequate, 49 S.C. L REV.
847, 854 (1998); Charles Piller, WebyMishap Iids'PsycbologicalFlies Posted, L.A. TIMES, Nov. 7, 2001, at A]-1, available at
http://pqasb.pqarcliiver.com/latimes/.
17 See Federal Trade Commission, Eli LilySettles FTC Charges Concerning SecurityBreach (Jan. 18, 2002), available at
http://www.ftc.gov/opa/2002/01/elililly.htm; In theMatter ofEli filly & Co., File No. 012-3214, FTC, Proposed Agreement Containing Consent Order,
available at http://www.ftc.gov/os/2002/01/lillyagree, pdf.
18 Brian McWilliams, Congressional Committee Web Site F'posedInternalDatabase, NEWSBYTES, Mar. 6, 20102, athtp://www.newsbytes.cot/cgi-
bin/udt/inu.display.printable?client.id=newsbytes&story.id- 175010.
19 SeegenerallyABUSE OF POWER: THE NEW NIXON TAPES (Stanley I. Kutler ed., 1997); Editorial, Politics and the IRS, WALL ST. J., Jan. 9,1997, at
A12 (quoting Nixon in 1971 as saying he intended to select an IRS Commissioner who "is a ruthless son of a bitch, that he will do what lie's told, that
every income tax return I want to see I see, that he will go after our enemies and not go after our friends."); Cl IRT GENTRY, J. EDGAR HOOVER:
THE MAN AND THE SECRETS (1991); Orr Kelley, The Secret Files ofJ. EdgarHoover, U.S. NEWS & WORLD REP., Dec. 19, 1983, at 45,
20 Privacy International, Identity Cards. FrequentlyAsked Questions, 5 13 (Aug, 24, 1996), at
http://wwv.privacy.org/pi/activities/idcard/idcard-faq.html:
Some privacy advocates in the UK argue against ID cards on the basis of evidence from various security threat models in use
throughout the private sector. In these models, it is generally assumed that at any one time, one per cent of staff will be willing
to sell or trade confidential information for personal gain. In many European countries, up to one per cent of bank staff are
dismissed each year, often because of theft.
21 Electronic Privacy Information Center, YourPapers, Please: From the State Drivers License to a National Identification System, at 7 n.23 (Feb.
2002), available athttp://www.epicorg/privacy/id.cards/yourpapcrsplcase.pdf (citing Legislators OrderDMVAudit, ORANGE COUNTY REG.,
Feb. 27, 2001).
22 Brooke A. Masters, Va. Notary Gets 33 Mf onthsfor ID Fraud Woman Exploited Sta te Law to Help Thousands of Illega Immigrants, WASH. POST,




25 See United States General Accounting Office, National Crime Information Center Legislation Needed to DeterMisuse of CriminalJustice
Information, GAO/T-GGD-93-41 (1993) (statement of Laurie E. Ekstrand, Associate Director, Administration of Justice Issues, General Govermnent
Division).
26 Id. at 2.
27 d. at 3.




31 See United States General Accounting Office, National Crime Information Cenler Legislation Needed to DeterMisuse of CriminalJustice
Information, GAO/T-GGD-93-41, at 25, 29, 30 (1993) (statement of Laurie E. Eksrand, Associate Director, Administration of Justice Issues, General
Government Division).
32 For a complete discussion of the expectation-driven conception of privacy, see Spencer, supra note , I
33 See id.; see also Kyllo v. United States, 533 U.S. 27, at 33, 39 (2001) (law enforcement use of thermal imaging device to scan heat radiating from
defendant's home violated reasonable expectation of privacy because thermial imaging technology was not in general use); Katz v. United States,
389 U.S. 347, 361 (1967) (proof of warrantless search in violation of Fourth Amendment requires not only subjective expectation of privacy, but an
expectation of privacy "that society is prepared to recognize as 'reasonable'); RESTATEMENT (SECOND) OF TORTS: INVASION OF PRIVACY 5
652B(1) (1977) (intrusion on seclusion not actionable unless intrusion "would be highly offensive to a reasonable person"); RESTATEMENT
(SECOND) OF TORTS: INVASION OF PRIVACY 652D(1)(A) & crt. c (disclosure of private facts not actionable unless disclosure "would be highly
offensive to a reasonable person," with offensiveness judged "relative to the customs of the time and place, to the occupation of the plaintiff and to
the habits of his neighbors and fellow citizens"); Frederick Schauer, The Social Construction of Privacy, at 10 (Mar. 20, 2000) (unpublished
manuscript, discussion draft, atvailableathttp //www .ksg.harvard.edu/presspol/publications/pdfs/ischiauerl.PDF) (actionable harm flowing from
privacy torts is "a function of going beyond what most of the people in the society have come to expect, so if those expectations change, then so too
does the conception of harm that is based upon them").
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34 See Spencer, supra note *, I.B.
35 See Spencer, supra note", I.C.3.
36 For a complete discussion of incremental encroachment, see Spencer, supra note *, 5 I.C. I & I.C.2 (explaining how the imprecision embedded in
societal expectations, as well as society's internalization of privacy intrusions, facilitates the incremental erosion of privacy).
37 See, e.g., Alan M. Dershowitz, Why Fear NationalID Cards?, N.Y. TIMES, Oct. 13, 2001, at A23 (advocating an optional national ID card with a
digitally encoded fingerprint as an "effective tool for preventing terrorism"). Dershowitz suggested that Americans already have a minimal
expectation of privacy in a variety of areas essential to our society: "American taxpayers, voters and drivers long ago gave up any right of anonymity
without loss of our right to engage in lawful conduct within zones of privacy." Id.
38 Dershowitz does note that we should set criteria for when officials could ask to sec the card, and that the card should contain only limited
information about the person that it identifies. See id. The problem, however, is that the best intentions at the outset will inevitably fall to the
irresistible temptation to use the card for additional purposes and to include additional information.
39 For example, the American Association of Motor Vehicle Administrators (AAMVA), which has proposed uniform standards for driver's licenses,
"supports and encourages the access by [state motor vehicle administrators] to other databases, sich as SSA, INS and Vital Statistics to confirm
identity, residency, citizenship and address verification." Electronic Privacy Information Center, Your Papers, Please. From the State Drivers License
to a Nationalldentification System, at 8 n.28 (Feb. 2002) [hereinafter YourPapers, Please], available at
http;//www.epic.org/privacy/id.cards/yourpapersplease.pdf, quoting AAMVA Special Task Force on Identification Security Report to the AAMVA
Board at 8 ("AAMVA Task Force Report").
40 See Spencer, supra note *, Conclusion.
41 See Your Papers, Please, supra note 39, at 5-6.
42 Id. at 1.
43 See id. at 5.
44 See id. at 6; see alsoJennifer Lee, Welcome to the Database Lounge, N.Y. TIMES, Mar. 21, 2002, at G1 (describing a Boston bar using a license
scanning machine to build a database of information about its patrons).
45 SeeAmerican Association of Motor Vehicle Administrators, Uniform Identification Practices Working Group G, available at
http://www aamva.org/drivers/drvDL&CuniformldentificationWG.asp (stating that one task of the working group is to promote the use of AAMVA's
"Uniform Identification Practices model program" to "various potential customers, such as: ... Insurance companies; Banks; Travel Industry; Car
rental agencies; Retailers; Others").
46 SeegenerallyCass R. Sunstein, Incommensurability and Valuation in Law, 92 MICH. L, REV. 779 (1994) (discussing incommensurability and
different kinds of valuation).
47 See id at 798-99.
48 SeeAlan M. Dershowitz, WhyPearNationalID Cards?, N.Y. TTMES, Oct. 13, 2001, at A23 (suggesting that we trade "a little less anonymity for a lot
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